ﬁDAD User Configuration

Introduction
There are two types of authentication methods that DAD supports:

¢ SQL Authentication - accounts are created and managed by SQL server.
¢ Windows Authentication - accounts are created and managed as part of the Windows

Domain

Windows authentication is the recommended choice. It can involve more setup initially, but
saves the users having to remember another login and password, and is easier to maintain.
SQL Security also requires the SQL Server to have mixed mode authentication set, which is

not the default setting.

The DAD Database is set to use one of the methods depending on the login option selected

in the DAD Database installer.

DAD Database Installer @

Enter the details below.

Server: ‘ ServerfName ‘

Database Name: ‘ DAD_Daztabase_Name ‘
Use Windows Authentication
User: | |

Password: | ‘

If the default “Use Windows Authentication” is ticked then it is setup for Windows authentication. If a

user and password is provided, then the database is setup for SQL Security.

This can be changed at any time by running the following command on the DAD database.
To setup the database for SQL Security (Creates. the SQL DAD user) run

Exec spSetupDatabase

To setup the database for Windows Authentication (Adds the BUILTIN\USER account) run
Exec spSetupDatabaseTrusted 1
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Windows Authentication

When a database is setup for Windows Authentication, the SQL Server account BUILTIN\Users
is added to the DAD database with full rights. This is a special server account which will allow all
users to log into the database with those rights.

No further action is needed, however to customise the rights so only certain users can login,

or different users have different rights then the following 4 steps will be needed.

1. Create the Windows Group
The IT department will need to create a Windows group with all the relevant windows login

added. Not all of these logins have to be added as DAD users.

2. Add the Windows Group as a Login in SQL Server and grant database access

The SQL Administrator will then need to add the windows group as a login to the SQL

Server, and give it access to the DAD database with the ‘DADUser’ role. To do this, open

SQL Management Studio and connect to the DAD server.

On the tree on the left, expand through <Server Name>, Security, right click on Logins, and select
‘New Login'.

On the form that opens enter the full Windows name as the Login Name (including domain) and

leave as Windows authentication. The default database can also be changed to the DAD database.

Page | 2 vll



User Configuration

F Login - New

Select apage
.2 General
2 Server Roles
1% User Mapping
% Securables
L5 Status

Connection

Server:
PC8134zqlexpress

Connection:

IES_PDChhinchya
HJ View connection properties

LS Seript ~ |3 Help

=

B

Login name;
(&) Windows authentication

() SOL Server authentication

() Mapped to certificate

Certificate name:

Key name:

Default database:

.IES_F“D CADAD Domain Group Mame

(=

DAD_Database_Mame

Default language: <default> v
aK ] [ Cancel ]
Select User Mapping on the left. Check the box to the left of the database name, and in the box
below, select the DADUser database role.
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e Login - New

Select apage

4 General

CEX

5 Script - []a_ﬁ Help

2 Server Roles

1 User Mapping
%4 Securables

A Status

Connection

Server
PCE19\sqlexpress

Connection:;
IES_PDChhinchya

1* View connection properties

Usgers mapped to this login:
Databaze

| DAD_Database_Name

raster

User Default Schema

I[ES_PDCADAD Dornair ...

model
msdb
tempdb

Database role membership for: DAD_D atabase_Name

Uzer

[] db_accessadmin
[[] db_backupoperatar
[[] db_datareader

[] db_datawriter

[] db_ddladmin

[7] db_denydatareader
[[] db_denydatawriter
[[] db_owner

[[] db_securityadmin
public

0K ][ Cancel ]

Click OK to save the login.

3. Add Users via DAD

If you now login into DAD, and select the Database Details button and then go to the Users

Management tab, the windows group will be visible “IES User” in the example below. If the group is

expanded all windows users in it will be displayed. The empty box to the left means that the user

has not been added to the

database.
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Administration | Users Management | Update Licence | Portals | Information | Run SQL Command
9 SOl Users
4 O IES User
a ak
a ac
| v D bz
1 D bi
a ca
a ca

b I

To add a user, right click and “Add user to database”. This will allow the user access. To change the
user rights, click again on the user and the right hand table will populate.
This will show the available rights broken down into sections. After ticking the relevant rights, click

“OK” to save the changes.

Administration | Users Management Update Licence | Portals | Information | Run SQL Command
B 0L Users " User rights for IES_PDC\gillespr
4 T IES User ) ] ) : ]
n ; ¥ DCesign: () None (O Read @ Edit O Custom
a
a ac s O
Procurement: Elan
v i
p. [ Do
ﬁ ki [] Chack - Contractar Suparvisar
3 IS [] Chack - Client Reprasentative
n . [ Act
2 A Construction: Blan
[ Do
a de [] Check - Contractar Supsrvisor
n di [] Check - Client Representative
a de Act
a di
a "] Operations: [] ®lan
es
[1De
a fa
Q O Review: ) ) i
9 4 ~ e Review Group 1 () None () Read @ Edit
H
p:
a g Publish: ) None () Read @ Edit
s Bl
| D gi ’ Commissioning: [ Plan
2 Bl []De
a [] Check - Contractar Supsrvisor
g [] Check - Client Representative
2 30 [ Act
a hz
2 I E Administrator: Allows access to Server Manager
n he
ol a hi @ Files: E
2
a hu ,
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Repeat this step 3 for all users. There are options to copy a user’s assigned rights, and paste it to

another user via the right click which can speed up adding many users.

Ensure at least 1 user has the “Administrator” right which allows access to this form.

4. Remove the BUILTIN\Users user

After adding all the users, remove the BUILTIN\Users SQL user. This will restrict the logins to the
ones you specified in Step 3.

To do this, open Management studio.

Expand the tree on the left through

<Server Name> - Databases - <Database Name> - Security — Users

Right click on BUILTIN\Users and delete. This will remove this user from the database.

To re-add this user use Management studio or run the command

Exec spSetupDatabaseTrusted 1
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SQL Authentication
In SQL Authentication, a SQL User is created and added to the DAD database. When you login with

this user, then you can add more SQL Users. This user is (by default)
Name: DAD
Password: dadpwl!
This user is just an administration user. To create other SQL Users log into DAD using the name
and password above.
From the Database Details button, select Users Management.
Right-click on SQL Users, and create each user by completing the form shown below. The

password must be complex enough to meet SQL security, and can be changed afterwards.

Administration | Users Management | Update Licence | Portals | Information | Run SQL Command

A 3 S0L Users |

Create Mew Llser

lUser &ccount Details Iser Preferences

sername: General

Initials: [] Touch device?

Full Name Display number of results
Show the full hierarchy str

Group view use dropdowr]
| Set SQL Pazsward
Password Details Form

Confirm Password:
Auto-ccllapse data from prim
Auto-collapse data from groy

] Merge SIM and partal tab

[] Open in "Edit’ mode (if pey
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